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Abstract 
When complex systems and systems-of-systems are involved, the behavior of the whole entity is not only due to that of the 
individual systems, but also to the interactions and interdependencies between the systems. Classical systems engineering 
approach is not always suitable to manage such feature, and new tools and methods are required, capable to identify, analyze and 
quantify properties of the system-of-systems as a whole. This research addresses the need to deal with complex dependencies  
between systems, in both developmental and functional relationships.  
We propose a combination of two previously developed methods, to analyze functional and developmental dependencies  
between systems in a system-of-systems, and to assess the impact of such dependencies on metrics that characterize global 
properties of a system-of-systems over its life span known as ilities. The analysis can be used to drive decisions for system-of-
systems design, architecture, and evolution, with respect to the identified metrics of interest. It also accounts for the presence of 
multiple stakeholders, and external factors that influence the operability and the development of a system-of-systems.  
The methods support the analysis of trade-offs between competing ilities and facilitates identification of better performing 
architectures. We show preliminary results of the application of the methods, and how the results can be interpreted to evaluate 
system-of-system ilities on synthetic problems. We also propose the necessary steps for further improvement of the methods, and 
for future research. 
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1. Introduction 
The efforts in  architecting a conglomeration of systems or a system-of-systems have met many difficu lties due to 
the size and complexity of the underlying problem involved. In a system-of-systems, the constituent systems have, 
at least in part, operational and managerial independence1,2. Furthermore, the behavior of the whole entity is not 
only due to that of the individual systems, but also to the interactions and interdependencies between the systems 3,4,5. 
Classical systems engineering approach needs to be supported by innovative perspective and methods capable to 
handle the features that characterize a system-of-systems6, and to analyze and quantify p roperties of the s ystem as a 
whole, and during its development7. 
In system-of-systems engineering, the first step required to perform the desired analysis involves determining and 
quantifying metrics that describe  the features of a system-of-systems. Metrics at  the individual systems level do not 
directly translate to the system-of-systems level. Many authors recognize the importance of this system-of-systems - 
level metrics, or ilities8,9, and acknowledge the need to include these metrics in the process of designing, 
architecting, and planning updates of systems-of-systems. There is however a lack o f methods that can effectively 
identify good designs with respect to preferred metrics, and drive decisions based on the trade -off between these 
qualities10. 
To address these limitations , we propose a combination of two previously developed methods11, to analyze 
functional and developmental dependencies between systems in a system-of-systems, and to assess the impact of 
such dependencies on ilities. We model the systems-of-systems as dependency networks, where nodes represent the 
component systems and the capabilities that the system-of-systems has to achieve. In functional dependency 
networks, the edges represent the operational dependencies between systems. In developmental dependency 
networks, the edges represent the developmental dependencies between systems. A functional dependency means 
that a certain system needs input (data, material, and energy) from another system in order to reach its full 
operability. A developmental dependency means that the development of a certain  system is dependent from the full 
or partial development of another, but this dependency not necessarily affects its functioning.  
The dependencies between systems are characterized by strength and criticality. Strength quantifies how much 
the behavior of a system depends on the behavior of another system. Criticality quantifies the negative impact that a 
system has on another, in critical conditions. These features give insight into the importance of the dependencies and 
we use them to quantify the impact of such dependencies on the overall behavior. The goal of the research is to 
quantify various metrics of interest using a combination of the functional and developmental dependency analysis 
methods. We propose to use results of this analysis  to guide decision in system-of-systems engineering. 
In functional dependency analysis, we compute the operability of each system as a function of the operability of 
the other systems in the network, based on the topology of the network and on the features of the dependencies. In 
developmental dependency analysis, similar considerations result in the evaluation of the impact of partial 
dependencies, stakeholders decisions, and development delays on the development of the entire system-of-systems. 
The representation of a system-of-systems as a network prevents the method from being domain dependent and 
allows for its application across various classes of problems. Outputs from the developmen tal dependency analysis 
result in a schedule for the development of the system-of-systems, and we feed the partial architecture achieved 
during development into the functional dependency analysis tool, in o rder to  evaluate the part ial operability  and the 
partial capabilities achieved by the system-of-systems over time. This results lead to the evaluation of other metrics, 
such as robustness and reliability o f the whole system-of-systems, i.e. its capability to  maintain an adequate level of 
operability during development, following degradation and partial failures. We can compare different architectures 
based on their flexib ility, which is the capability to adapt to delays and external decisions. Hence, the combined 
application of the methods can be used to guide decision both in architecting the system-of-systems and in p lanning 
updates and modificat ions. The methods identify better architectures with respect to the desired features, and 
© 2014 The Authors. Published by Elsevier B.V.
Selection and peer-review under responsibility of the University of Southern California.
Open access under CC BY-NC-ND license.
730   Cesare Guariniello and Daniel DeLaurentis /  Procedia Computer Science  28 ( 2014 )  728 – 735 
support trade-off between competing ilities of the system-of-systems. We show the application of the methods and 
the evaluation of system-of-system ilities on synthetic problems. 
2. Functional and Development Dependency Network Analysis  
2.1. Basics of Functional Dependency Network Analysis 
Functional Dependency Network Analysis (FDNA) is a method to analyze the result of possible cascading effect 
of interdependencies between systems on the overall operability, in case of disruptions. The method was originally  
formulated by Garvey and Pinto12,13, who applied it to capability portfolio analysis and risk assessment. We 
modified FDNA to make it suitable to analyze interdependencies in SoS, and successfully applied  to aerospace 
system-of-systems14,15. In this section, we summarize the basic ideas and formulation of FDNA. 
In FDNA, we model the architecture of system-of-systems as a directed network (Fig. 1). The nodes represent 
either the component systems or the capability to be acquired. Accordingly, the links represent the operational 
dependencies between the systems or between the capabi lities. Each dependency is characterized by strength 
(Strength of Dependency, SOD) and crit icality (Criticality of Dependency, COD), that affect the behavior of the 
whole system-of-systems in different ways. Strength of dependency accounts for how much the behavior of a 
system depends on by the behavior of a predecessor system, while crit icality of dependency quantifies how the 
functionality of a system degrades when a predecessor system is experiencing a major failure. Those inputs can 
come from expert judgment and evaluation, or we may compute them by simulation and experiments. 
Fig. 1. Synthetic FDNA network. N: node. SOD: strength of dependency. COD: criticality of dependency. SE: self -effectiveness. 
This method is used to evaluate the effect of topology, and of possible degraded functioning of one or more 
systems on the operability of each system in the network. Differently from a Markov network approach3, FDNA 
models the effect of disruptions on multip le dependent systems (rather than the probab ility to pass the disruption to 
one successor). Furthermore, FDNA models partial operability of the component systems, and can give better 
insight into the complex interactions between systems. Rather than being based on probabilities that a disruption 
propagates along the network, as in the Bayesian approach16, FDNA assumes that a decrease in the operability of a 
system always affects all the dependent systems, with different impacts due to the features of the dependency. We 
can thus model more details of the interactions, that can result in a decrease of performance, instead than the total 
failure of a system. The analysis can be a deterministic evaluation of a single instance of the system-of-systems, or a 
stochastic quantification of the overall system-of-systems behavior. In the deterministic analysis, given the internal 
health status (called Self-Effectiveness, SE) of each system, and the properties of the dependencies, FDNA 
quantifies the operability Oi of each system, based on equations (1) – (6). The operability of a node, ranging 
between 0 and 100, is defined  as the “percentage” of effectiveness, that is the level at  which the system is currently  
operating, or the level at which the desired capability is being currently achieved.  
The operability of root nodes is equal to their self-effectiveness, since they are not dependent from other nodes: 
௜ܱ ൌ ܵܧ௜   (1) 
The operability of nodes that have at least one predecessor is computed as the min imum of two terms, one 
depending on the SODs, one depending on the CODs: 
N1 
N3 
Predecessors Successor 
N2 
SE1 
SE2 
SE3 
SOD13, COD13 
SOD23, COD23 
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௝ܱ ൌ ݉݅݊ሺܱܵܦ̴ ௝ܱ ǡ ܥܱܦ̴ ௝ܱ ሻ  (2) 
ܱܵܦ̴ ௝ܱ ൌ ଵ௡ σ ܱܵܦ̴ ௝ܱ௜௡௜ୀଵ   (3) 
ܱܵܦ̴ ௝ܱ௜ ൌ ܱܵܦ௜௝ ௜ܱ ൅ ሺͳ െ ܱܵܦ௜௝ ሻܵܧ௝   (4) 
ܥܱܦ̴ ௝ܱ ൌ ݉݅݊ሺܥܱܦ̴ ௝ܱଵ ǡ ܥܱܦ̴ ௝ܱଶ ǡ ǥ ǡܥܱܦ̴ ௝ܱ௡ ሻ (5) 
ܥܱܦ̴ ௝ܱ௜ ൌ ௜ܱ ൅ ܥܱܦ௜௝   (6) 
The operability of nodes of interest is used to analyze and evaluate properties of the overall System-of-Systems. 
In the stochastic version of FDNA, the self-effectiveness of each system follows a probability distribution. 
Consequently, also the operability of the nodes is probabilistic. In the previous studies, we proposed FDNA as a tool 
to identify the most critical nodes in the network, as well as the most important dependencies, in terms of impact  on 
the operability when disruptions occur. In this study, we employ results from FDNA analysis to assess the impact of 
interdependency on possible metrics of interest used to quantify the goodness of a sy stem-of-systems. 
2.2. Basics of Development Dependency Network Analysis 
Development Dependency Network Analysis (DDNA) method, borrowing the concepts of SOD and  COD from 
FDNA, is applied to development system-of-systems networks, where the links, like in PERT networks, represent 
development dependencies between systems. Differently  from PERT, however, the dependencies are not absolute 
and account for partial independency of development of each system. In this section, we summarize the basic ideas 
and formulation of DDNA (for a complete description of the method, and its applications in other fields, cf. [11], 
and [15]). The outcome of DDNA is the beginning time and the completion time of the  development of each system, 
as well as an assessment of the combined effect of multiple dependencies and possible delays in the development of 
predecessors. As in FDNA, th is method evaluates the most critical nodes and dependencies  with respect to 
development time and propagation of delays. We use results from the analysis  to compare different architectures in 
terms of development time, capability to absorb delays, and flexibility. 
The dependencies affect both the beginning time and the completion time of development of a system. 
Differently from PERT, development of a system can begin before a predecessor is  complete, accord ing to functions 
such as the parabolas in Fig. 2 (in this study, linear functions and other curves have been tested, to model different 
development dependencies. Inputs from experts will suggest the appropriate function to use to model the 
development dependency between the systems , given the specific problem). 
Fig. 2: The dependency between node Ni and node Nj. If SEi is critical, the beginning time of Nj coincides with the completion time of Ni. 
Otherwise, the development of Nj can begin earlier: the straight line (PERT) relates SEi to the completion time of Ni. The parabolas correspond to 
different values of the SOD, showing an anticipated beginning time of Nj. 
Completion 
time of Ni
Beginning 
time of Nj 
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Computation of the beginning and complet ion time for each  node, results in a complete schedule for the 
development of the system-of-systems, showing the effect of partial development dependency on the development 
time. Fig. 3 shows a Gantt chart for a simp le dependency of a system from two other systems, with development 
time computed with DDNA. The combined use of FDNA and DDNA allows to assess partial capabilities  during the 
development of a system-of-systems.  
Fig. 3: (a) Five-node development dependency network. (b) Gantt chart for the development of a five-node network. The dashed lines show the 
beginning of development of nodes 2 and 3 in PERT, and the completion of node 5 in DDNA  
3. Results 
A littoral combat warfare system-of-systems, comprised of ships, helicopters, UAV, and USV, and used to detect 
and engage enemy boats, mines, and submarines, is shown in Fig. 4a. We analyzed it with FDNA and DDNA, and 
in this section we present preliminary results about ilities. We show the functional dependency network in Fig. 4b.  
Fig. 4. (a) Littoral combat warfare system-of-systems. Each friend agent perform different functions, as shown in the figure. (b) Functional 
dependency for the lit toral combat warfare SoS. 
We consider three architectures, characterized by different development  networks.  The development networks, 
whose features are summarized in Tab le 1, represent different  approaches, where various stakeholders participate 
into the system-of-systems at different times. The development dependencies  may be modeled based on technology 
readiness, cost consideration (more systems are developed and deployed based on funding), and  efficacy of the 
(b) 
(a) 
Legend 
Surface subsystem Anti-submarine subsystem Anti-mines subsystem
Attack boat 
90% Recon Sub 
10% Attack boat 
90% Recon mine 
10% Attack boat 
Recon Recon Recon 
Recon 
Recon
Recon 
Attack Attack 
DDNA 
PERT 
N1 
N2 N3 
N5 
N4 (a) (b) 
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(b) (c) (a) 
(b) (a) 
deployed systems (more systems are developed based on the results achieved by the system-of-system under 
development, i.e. on the partial capabilities). We are interested in the enemy engagement, therefore the operability 
plotted in Fig. 5-8 is the average of the operability of the nodes representing engage capabilities. 
Table 1. Features of the three architectures considered for preliminary results. 
Architecture Development features Operational features 
A Ships and Surface system developed first , followed 
by anti-marine system, and then by anti-mine According to Fig. 4 
B Two ships developed first , then MIW MH60 and RMVs, then UAV and USV, finally anti-submarine According to Fig. 4 
C Two ships developed first , then MIW MH60 and 
RMVs, then UAV and USV, finally anti-submarine 
MIW MH60 and ASW MH60 can 
attack both mines and submarine 
3.1. Partial capabilities and robustness 
We compare d ifferent development arch itectures, based on FDNA analysis of the system-of-systems under 
development. As the system-of-systems is developed, and systems are deployed, the entire network gains partial 
capability to detect and engage the enemy. Fig. 5 shows a comparison of the arch itectures, with respect to the 
capability over time to engage enemy units. The “steps” in operability correspond to deployment of new systems . 
Fig. 5. T ime in weeks. (a) Capability to engage enemy boats. (b) Capability to engage enemy mines. (c) Capability to engage enemy submarines.  
Architecture A reaches the capability to engage boats later than B and C, but it is capable to engage submarines 
faster than C. Architecture B reaches the capability to engage mines earlier than the other two. Architecture C, 
where the helicopters in the anti-mines and anti-submarines subsystems can help each other, can achieve partial 
capability of submarine engagement earlier. We can perform similar comparison in case of delays or loss of units. In 
Fig. 6, we show the results of an evaluation of the robustness of the architectu res when operative loss of a unit 
occurs. The SoS does not reach fu ll operability, but in  case of loss of an MH60, architecture C is more robust to the 
failure (Fig. 6a). All the architectures are robust with respect to engaging boats in case of loss of a RMV (Fig. 6b). 
Fig. 6. Robustness of the architectures. Capability to engage: (a) enemy mines when MH60 is lost; (b) enemy boats when RMV is lost. 
3.2. Resilience 
When disruptions occur, the system-of-systems is partially able to recover the loss in operability, thanks to the 
interdependencies and to the complex arch itecture, than may allow systems to  be re-tasked help each other and share 
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part of their capability. Fig. 7 shows the results of the same loss as in Fig. 6a, if we suppose that in architectures A 
and B the RMV can switch from detection to engagement after the failure of the helicopter. 
Fig. 7. Operability of the anti-mines subsystem. Resilience of architectures A and B when an MH60 is lost. Comparison with Fig. 6a shows the 
increased resilience of the architectures, due to the capability to re-task systems in the lit toral combat warfare system-of-systems  
3.3. Flexibility  
During the development of the system-of-systems, stakeholders may modify their decisions, or the objectives of 
the complex system can change. The property that allows the system-of-systems to react to these changes is the 
flexib ility. Differently from the resilience, which is a property that arises from the capability of the systems to adapt 
and be re-tasked, flexibility involves changes in the development itself. For this reason, if the development of the 
system involved is already in an advanced phase, flexibility is limited. The example in Fig. 8 shows the flexib ility of 
architectures A and B, in a scenario where a stakeholder decides to withdraw its part icipation in the development of 
part of the anti-mines subsystem. Other systems can be adapted to replace the missing one, only if their development 
is at most in its early stages. In the example, architecture A manages to achieve some partial capability that was 
missing in the case of re-tasking after development. However, both architectures A and B do not show the same 
recovery as in the previous example, due to the advanced development of the systems involved (in this case,  no re-
tasking is allowed for systems that are already deployed). 
Fig. 8. Operability of the anti-mines subsystem. Flexibility of architectures A and B when a stakeholder withdraws its participation.  
3.4. Summary 
Whereas we do not include cost analysis, and a complete investigation on the properties of the arch itectures, that 
should also account for probability of disruptions, delays, and stakeholder decisions, in table 2 we show a quick 
summary of the preliminary results presented in the previous sections. 
Table 2. Features of the three architectures considered for preliminary results. 
 
Architecture Partial capabilities Robustness Resilience Flexibility 
A Low for boats, medium for mines and submarine Low Medium-high Medium 
B Medium-high for boats and mines, low for submarine Low High Medium-low 
C High for boats and submarines, medium for mines High Not-used Not used 
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4. Conclusions and future work 
We propose the combined use of two dependency analysis tools to address the analysis of metrics that describe 
the overall features of a system-of-systems, throughout its development and lifetime. 
In this study, we showed how FDNA and DDNA can be used to evaluate some of these ilities in a complex 
system-of-systems, and to compare different developmental and functional architectures. Our research offers 
innovative perspective, and includes analysis of the impact of interdependencies on the features of a system-of-
systems. The methods are domain independent, and applicable to various classes of problems. The use of the 
methods described in this paper is meant to serve as preliminary step towards a complete analysis and quantification 
of the metrics of interest for design, architecture, and development of systems-of-systems. These ilities will support 
decisions in system-of-systems engineering. Results from the method will also allow for trade-off between the 
ilities, according to the specific problem, to the available resources, and to the objectives. 
Future improvement of this research will include cost analysis, a probabilistic model for the evolution of the 
system-of-systems, and formalization of the value of the metrics of interest . We will use an agent based model test 
bed to validate the inputs required by the methods to analyze specific problems. 
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